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History 
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• First ideas for localization-based Anti-Doping System EVES were developed in 

early 2012 by 400m runner Jonas Plass 

  

• Starting 2013 Mr. Plass and Dr. Denis Giffeler (gekko mbH) devised a fully 

detailed concept, which then materialized into PARADISE 

 

• Fraunhofer AISEC & FIT, Technische Universität Berlin, ULD, Uniscon and 

gekko are partners in this government-funded research project 
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Wording 
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• WADA | NADO | NADA 

• ADAMS (Anti-Doping Administration & Management System) 

• Whereabouts 

• Doping Control Officer (DCO) 

• eves-device 

• ADAMS  eves  PARADISE 

• Missed tests  strikes  3 strikes = positive test 

• 1 hour time window for top tier athletes 

• Test usually conducted between 6:00am – 11:00pm (example wedding/birthday) 
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Efficiency 

Effectiveness Security 

Privacy Usability 
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A new approach 
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• Using location-based 

eves-devices 

(reactively) 

• Minimizing data 

collection 

• Providing more 

accurate location data 

for DCOs in case of an 

imminent doping test 
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eves - Wearable 
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• Dedicated Hardware 

• SMS-based  useable worldwide 

• AES-256 encrypted text messages 

• Own software on device 

• Hardware from uBlocks and other vendors 

• 1st prototype using Cell-ID and GPS positioning 

• 2nd prototype is under development, including additional A-GPS, maybe WiFi 

positioning 
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Location Information on a Need-to-Know Basis 
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Location Information on a Need-to-Know Basis 



Personal Privacy Areas (self-determination) 
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Personal Privcy Areas: Athlete‘s Definition and DCO‘s view 
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General Privacy Areas Examples 
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Privacy Areas are limited in Size and Amount 
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Exclusion Areas 
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For Athletes 
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• Fewer data input for athletes 

• Data input required less often 

• More flexibility for athletes and their daily whereabouts 

– Location changes 

• More intuitive interface and interaction 
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Less Whereabouts Data 
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For DCO 
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• More accurate whereabouts data 

 

• Up-to-date location information 

 

• Could be used together with a car navigation system 

– Including: privacy navigation ideas 
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For DCO 
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For DCO - Clear Overview 
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NADO/DCO Calendar View 
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Transparency 
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Security 
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• Attribute-based Access Control 

• Attribute-based Delegation 

• Privacy-preserving Location-based 

Access Control using geofences 

• Encrypted text messages 

• No 3rd-party services necessary 

• Sealed-Cloud technologies 

– Data Cleanup Areas 

– No administrator access 
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EFFECTIVENESS 

30.11.2017 41 

• Controls become potentially possible all day long 

• Probability of doping control is equally distributed 
throughout the day 

• From an athletes perspective: 

– Fairness: Every athlete should be treated 
equally 

• Usable worldwide 

• Time can be reduced between phone call and 
meet-up 
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Mobile Application Shortcomings 
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• Android prototype was developed 

• Not in control of the hardware 

• Reactive approach difficult 

• Dependent on iOS and Android APIs and operating systems 

• Easier to manipulate (e. g., spoofing locations and detecting requests) 



Recital 112 - EU General Data Protection Regulation 

2016/679 (GDPR) 
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• Those derogations should in particular apply to data 

transfers required and necessary for important reasons of 

public interest, for example in cases of international data 

exchange between competition authorities, tax or customs 

administrations, between financial supervisory authorities, 

between services competent for social security matters, or for 

public health, for example in the case of contact tracing for 

contagious diseases or in order to reduce and/or eliminate 

doping in sport. 
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PARADISE Summary 

• Privacy-driven from an athlete‘s perspective 

• Dedicated eves-Device 

• Spontaneous whereabouts changes 

• Reduces data being collected and used 

• Uses new ideas, such as: 

– Privacy areas (self-determination) 

– Provides information on a need-to-know basis 

• Adds additional security features 

• Point in time for testing and location data quality is equally distributed 

• Reduces time between phone-call and meet-up 
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THANK YOU – ANY QUESTIONS, PLEASE 
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Contact 
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Dr. Denis Giffeler 

dg@gekko.de 

gekko mbH 

Dipl.-Inform. Sebastian Zickau 

sebastian.zickau@tu-berlin.de 

TU Berlin | T-Labs 

Service-centric Networking 

www.snet.tu-berlin.de 

 

PARADISE Projekt:  www.privacy-paradise.de 
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